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Actian Security Alert



Communication Content
May 14, 2015
Dear Valued Actian Customer:

Information security is of utmost priority to Actian. A new vulnerability has recently been identified in the underlying operating system on which a Matrix 4.0, 5.1, and 5.2 release relies on. We have given this vulnerability a security threat level of ‘low’ as it relates to the impact on Matrix specifically, but due to the ‘critical’ rating on the underlying operating system it is recommended to evaluate your installation to determine whether the available security patches should be applied as soon as possible. This problem impacts the RHEL 5/6 and CentOS 5/6 operating systems.    
Heap-based buffer overflow in the __nss_hostname_digits_dots (CVE-2015-0235):

Heap-based buffer overflow in the __nss_hostname_digits_dots function in glibc 2.2, and other 2.x versions before 2.18, allows context-dependent attackers to execute arbitrary code via vectors related to the (1) gethostbyname or (2) gethostbyname2 function, aka "GHOST." Additional information about the vulnerability can be found on the Redhat website.
To resolve the issue, you must be on at least the following recommended glibc levels:

	Operating System
	glibc patch level

	Redhat Server (RHEL), version 5
	glibc-2.5-123.el5_11.1

	Redhat Server (RHEL), version 6
	glibc-2.12-1.149.el6_6.5

	CentOS, version 5
	glibc-2.5-123.el5_11

	CentOS, version 6
	glibc-2.12-1.149.el6_6.5


Actian customers with a current support contract can review the following knowledge base document for information on safely and correctly upgrading your Matrix environment.    

For more information about Actian security alerts and to register to proactively receive these alerts via email please register at the Actian Support Services site.
Regards,

Pamela Fowler

VP of Worldwide Support
Actian Corporation 
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