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Dear Valued Actian Customer:

Information security is of utmost priority to Actian.  A new vulnerability has recently been identified in keyhelp.ocx which is a component of the PSQL System Analyzer (PSA) utility.  This utility is part of the PSQL Database product and impacts PSQL v10, PSQL v11, and PSQL v12. We have given this vulnerability a security threat level of ‘low’ as it relates to the impact on PSQL.  

Multiple stack-based buffer overflows in the KeyHelp.KeyCtrl.1 ActiveX control in KeyHelp.ocx (CVE-2012-2515). 

An unspecified command injection vulnerability (CVE-2012-2516). 

You can prevent the installation of this file by using the 'Custom' Setup Type option, and changing the installation option for the optional utility to 'This feature will not be available' during the installation.  Alternatively, it can be removed from an existing PSQL installation by modifying the installation to remove the optional utility by selecting 'Uninstall/Change' from Programs and Features, selecting the default 'Modify' option and removing the utility from the installation. 

[bookmark: _GoBack]Actian customers with a current support contract can review the following knowledge base document for information on safely and correctly upgrading your PSQL environment.    

For more information about Actian security alerts and to register to proactively receive these alerts via email please register at the Actian Support Services site.

Regards,

Pamela Fowler
VP of Worldwide Support
Actian Corporation 					
Pamela.Fowler@actian.com 


				
