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May 2, 2016
May 2, 2016
Dear Valued Actian Customer:

Information security is of utmost priority to Actian.  A new vulnerability has recently been identified in inglogs, the standard support script used in Ingres, Vector, and VectorH. We have given this vulnerability a security threat level of "low" and recommend that the available security patches be applied as soon as possible, if applicable. Alternatively, the latest inglogs can be downloaded from the knowledge base, because inglogs is independent from the Ingres, Vector, or VectorH releases, including releases that are no longer supported.
This problem impacts UNIX and Linux platforms only. The affected inglogs versions are 1.39, 1.40, 1.41, and 1.42. Run inglogs –v to see the version you are using. (This option is safe.)
Affected Releases:

Ingres: II 9.2, II 10.0, II 10.1, II 10.2

Vector: VW 3.5, VW 4.2

VectorH: VH 4.1, VH 4.2

Security issue in inglogs on UNIX/Linux – bug 130918.
Description: A user with access to the DBMS server could start a program with a special name and with some appropriate parameters. If that program is still active when the installation owner executes inglogs, the script may wrongly pick up this program and execute some other command controlled by the name of the waiting program. That command must not contain a path or any parameter, that is, it is not possible to force every command to be executed.

Actian customers with a current support contract can review the following knowledge base document for information on safely and correctly upgrading your environment.    

For more information about Actian security alerts please visit our security center here.
Regards,

Pamela Fowler

VP of Worldwide Support
Actian Corporation 
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