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Actian Security Alert



Communication Content
May 22, 2015
Dear Valued Actian Customer:

Information security is of utmost priority to Actian. A new vulnerability has recently been identified in the 5.1 and 5.2 release.  We have given this vulnerability a security threat level of ‘high’ as it relates to the impact on Matrix.  It is recommended to evaluate your installation to determine whether the available security patches should be applied as soon as possible.
SQL UPDATE operations were allowed for users with insufficient privileges under a certain circumstance (CVE-2015-3993):  A user without write access to a table could UPDATE the table if the query referenced the table.

Fixes are available for the current release of Matrix 5.2.0.1 and 5.1.2.4 versions on their respective platforms.   The security fixes can be quickly applied with little to no anticipated impact to systems.  
Actian customers with a current support contract can review the following knowledge base document for information on safely and correctly upgrading your Matrix environment.   
We would like to additionally thank our community for bringing this vulnerability to our attention.  

For more information about Actian security alerts and to register to proactively receive these alerts via email please register at the Actian Support Services site.
Regards,

Pamela Fowler

VP of Worldwide Support
Actian Corporation 
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